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[arthas@4076]S help

NAME

HAPeEFEEFE,

DESCRIPTION

Display Arthas Help

Authenticates the current session

Display all the available keymap for the specified connection.
Search all the classes loaded by JVM

Search the method of classes loaded by JVM

Show classloader info

Decompile class

Show the static field of a class

Monitor method execution statistics, e.g. total/success/failure c
ount, average rt, fail rate, etc.

Display the stack trace for the specified class and method
Display thread info, thread stack

Trace the execution time of specified method invocation.

Display the input/output parameter, return object, and thrown exc
eption of specified method invocation

Time Tunnel

Display the target IVM information

Display jvm memory info.

Display the perf counter information.

Execute ognl expression.

Memory compiler, compiles java files into bytecode and class file
s in memory.

Redefine classes. (@see Instrumentation#redefineClasses(ClassDefin
ition...)

Retransform classes. @see Instrumentation#retransformClasses(Clas
Seas)

Overview of target jvm's thread, memory, gc, vm, tomcat info.
Dump class byte array from JVM

Heap dump

View and change various Arthas options

Clear the screen

Reset all the enhanced classes

Display Arthas version

Display current session information

Display and change the system properties.

Display the system env.

Display, and update the vm diagnostic options.

Print logger info, and update the logger level

Display command history

Concatenate and print files

Encode and decode using Base64 representation

write arguments to the standard output

Return working directory name

Display the mbean information

grep command for pipes.

tee command for pipes.

Async Profiler. https://github.comfjvm-profiling-tools/async-prof
iler

jvm tool

Stop/Shutdown Arthas server and exit the console.

XEREBNAIL D FOIANELRE ERRITIEE,

dashboard & thread & memory

dashboard 2R HHILBT#IEEIR, ©&thread. memory. gc. runtimeZFER




arthas@4e76]% dashboard
ID NAME GROUP PRIORI STATE %CPU DELTA_ TIME INTER DAEMON
-1 VM Periodic Task Th - -1 - 0.0 9.000 ©0:0.52 false true
-1 C1 CompilerThread3 - o | - 0.000 0:0.39 false true
1 main main 5 0.008 :0.30 false
22 arthas-NettyHttpTel system .0008 .13 false true
-1 C2 CompilerThread2 - .0008 .12 false true
-1 C2 CompilerThreadl - .0008 .12 false true
-1 C2 CompilerThread® - .0008 .11 false true
-1 VM Thread - .0008 .04 false true
23 arthas-command-exec system .0006 .03 false true
-1 GC task thread#8 (P - -1 - . 006 .81 false true

used total max wusage GC

3™ 304M 0.53% 1
ps_eden_space 11M 125M 8.45% gc.ps_scavenge.time 8
ps_survivor_ spac 8K 20992 2099 0.00% (ms)
e K 2K gc.ps_marksweep.cou 1
ps_old gen 26M 158M 0.49% nt
nonheap 28M 29M -1 gc.ps_marksweep.tim 21
code cache 4M 5M 248M 2.06% e(ms)
Runtime
0S.Nname Linux
os.version 5.15.8-75-generic

-ava.verﬂicn 1.8.0_371

thread B R EE SRIAIZE B MLIZRIHEN, ATU—BRTIRRITAVAT N NI HITEER

-

20220000002
o002
o000

"main” Id=1 TIMED WAITING
at java.lang.Thread.sleep(Native Method)

at java.lang.Thread.sleep(Thread. java:342)
at java.util.concurrent.TimeUnit.sleep(TimeUnit. java:386)
at demo.MathGame.main(MathGame. java:17)

vmoption & vmtool
vmoptionB] AEFEMHVM IZEEXISE, LbWlF/ZPrintGCDetails,
vmtoolr] AE AR FEX R F M iTexpress, &% GC. &IEBHRThreadFINEE,

jad & mc & retransform
jadEFCFRAILAR JRIFHEE EMNEERVIRD, HINNRFIFE L EIN— N RELES ARG :



[arthas@4076]S jad demo.MathGame

+-sun.misc.lLauncher$AppClasslLoader@7@deade
+-sun.misc.lLauncher$eExtClassloader@lb6d3586

MathGame {

tandom random =
illegalArgumentCount =

main(String[] args)
MathGame game = MathGame();
( ) {
game.run();
TimeUnit.SECONDS.sleep(1l);

Interrupt

random.nextInt() / ;
> primeFactors = .primeFactors(number);

mcrR] LU4RiZ. javaX £ L.class

retransformNEIMEERY.classXX ¥, retransform jvm BINERYZE, SLICHEIAER, IR R
H# D RPN RBERRIN—1THENR < :



-
8 public class MathGame {

9 private static Random random = new Random()};

L@

11 private int illegalArgumentCount = 0;

L2

L3 public static void main(String[] args) throws InterruptedException {
L4 MathGame game = new MathGame();

L5 while ( > {

L& game.run();

L7 TimeUnit.SECONDS.sleep(1);

18 }

19 }

]

51, puplic—void rupn )} throws InterruptedException {

12 Ssystem.out.println( ):

'3 try {

4 int number = random.nextInt()/ H

'5 List<Integer> primeFactors = primeFactors(number);
'6 print{number, primeFactors);

7

'8 } catch (Exception e) {

2] System.out.println(String.format( ., LllegalArg
10 }

31 }

fEfE@ I mcer <z 4w iE, ERretransformil#/g, EFRHINT:

test retransform
132043=23%5741
test retransform

15048=2*2*2*3*3*11*19
test retransform
188478=2*3*3*37*283
test retransform

\

Bidjad & mc & retransform = <45 & B LASSEN £ L N FR RV R EE #To

trace

trace S BEETHE R class-pattern,”method-pattern ST YA R ARR, ERMFITENEHE
B PR E MR MBI AR, HEZRHARFEREIE, trace RERHIZFINEE

arthas@4076]S trace demo.MathGame run
ress () or Ctrl+C to abort.
ffect(class count: 1 , method count: 1) cost in 73 ms, listenerId: 1
———ts 2023-07-09 18:05:26;thread_name=main;id=1;1s_daemon=false;priority=5;TCCL=sun.misc.Launcher$SAppClassLoader@70deade
[0 ?01335ms] demo.MathGame:run()
demo.MathGame:primeFactors() #25 [throws Exception]

———ts 2023-07-09 18:05:27;thread_name=main;id=1;1s_daemon=false;priority=5;TCCL=sun.misc.LauncherSAppClassLoader@7odeade
[0 29450?ms] demo.MathGame:run()
demo.MathGame:primeFactors() #25 [throws Exception]

---t5=2023-07-09 18:05:28;thread_name=main;id=1;1s_daemon=false;priority=5;TCCL=sun.misc.Launcher$AppClassLoader@70deade
[0 610847Tms] demo.MathGame:run()
[25 21% 0.154008ms ] demo.MathGame:primeFactors() #25
demo.MathGame:print() #26

---1ts5=2023-87-09 18:05:29;thread_name=main;id=1;1is_daemon=false;priority=5;TCCL=sun.misc.LauncherSAppClassLoader@70deade
[0 2508ms] demo.MathGame:run()
[9 49% 0.023795ms ] demo.MathGame:primeFactors() #25
demo.MathGame:print() #26




watch & monitor

watchBEH ERIMREIEE R BAVERRE . EMTRERTCEEN: REE . HEEE . NS, &
WRE OGNL FRATUHITII N EE’J*EO

demo.MathGame primeFactors -x 2
Press () or Etr1+c to abort.
Affect(class count: 1 , methed count: 1) cost in 30 ms, listenerId: 2
method=demo.MathGame.primeFactors location=AtExceptionExit
ts=2023-07-09 18:13:36; [cost=0.449815ms] result=@ArrayList[
@object[][
@Integer[-168045],
1,
@MathGame|[
random=@Random[ java.util.Random@685f4c2e],
illegalArgumentCount=@Integer[1155],

]

method=demo.MathGame.primeFactors location=AtExceptionExit
t5=2023-07-09 18:13:37; [cost=0.086097ms] result=@ArrayList[
@bject[][
@Integer[-163590],
1,
@MathGame|[
random=@Random[ java.util.Random@685f4c2e],
illegalArgumentCount=@Integer[1156],

]

method=demo.MathGame.primeFactors location=AtExceptionExit
ts=2023-07-09 18:13:38; [cost=0.08858ms] result=@ArrayList[
@object[][

monitorgETE T AT T



[arthas@4076]% monitor -c 5 demo.MathGame primeFactors

Press Q or Ctrl+C to abort.

Affect(class count: 1 , method count: 1) cost in 33 ms, listenerId: 3
timestamp class succe fail

2023-07-09 demo.MathGame primeFactors
18:15:27

timestamp class method succe fail

2023-087-09 demo.MathGame primeFactors
18:15:33

timestamp class method succe fail

2023-07-09 demo.MathGame primeFactors
18:15:38

BT L ENBRHSIN, BEtt BRAZERITER) « sc (BERIVMEMFHREEE) | profiler
(§eRkasync-profiler £ N IGE) F32HRIINEE.

Instrumentation
ELEINEER, PTUEEIArthas T LKA ITINEE, ERRAIERAERNERIIANRER
B, ZIEHAER, ArthasEEE Finstrumentation apist¥ldebug # profiler 8E77,
BB At 4Zinstrumentationlg?
The mechanism for instrumentation is modification of the byte-codes of methods.

instrumentation apifiiFjava.lang.instrument& T, BE{1iziTJavatzFl, EFSBLEIRRT
5, ARFEREMNEBIFEIINHEEIIVM, R Instrumentation API, (TR LUEETTHRMESUX L
ERHF T,

F&E R LLEFInstrumentation API#aEAgent, AXRIENFMHBIETITE JVM ERVIER, BILARRER

Instrumentation APRE T —FEIMMN LRI AOPA R, FEAARELEXNFRENBAMEMEBK, 7t
B A SEI R Eh B AN 1 58,

aBmMAE AL
R T REFSERinstrumentation, FH{IXME SNEBRITNER.
amMA AT LUINE

o static-BEpIMER -javaagent EIHETT, 2 premain EKEL

e dynamic-RiEjarEattachF|BrJVMA, LI agentmain KK



XEBEBENB 7, BEFAITENIFRFE, RITBENE2BZmE A E, RIN—EEHMRYITE]
=B, BEIIEERhttps://github.com/icyclv/InstrumentationDemo

SimpleApp.java

1 public class SimpleApp {

2 public static void main(String[] args) throws InterruptedException {
3 while (true){

4 doSomething() ;

5 Thread.sleep(1000);

6 }

7 }

8

9 public static void doSomething(){

10 System.out.println("Doing something");
11 }

12 }

ATEIFMHAEI, FNI95IEMagentmainFpremaini& %1

MyAgent.java

1 public class MyAgent {

2 public static void agentmain(String agentArgs, Instrumentation inst) throws
3 System.out.println("[Agent] In agentmain method");

4 inst.addTransformer (new MyTransformer(), true);

5 Class[] allLoadedClasses = 1inst.getAllLoadedClasses();

6 for (Class alllLoadedClass : alllLoadedClasses) {

7 if (allLoadedClass.getSimpleName().equals("SimpleApp")) {
8 inst.retransformClasses(allLoadedClass);

9 break;

10 }

11 }

12

13 }

14

15 public static void premain(String args, Instrumentation instr) {
16 System.out.println("[Agent] In premain method");

17 instr.addTransformer (new MyTransformer());

18 }

19 }

FEBSEIM B E— M TransformerZs, %L ClassFileTransformer #ZOH LM transform A%, FX
N, H( & EHjavaassistiEEEMNF A, HEE EANBENE S89I08E, MMERERNF


https://github.com/icyclv/InstrumentationDemo

T8,

MyTransformer.java
1 public class MyTransformer -implements ClassFileTransformer {
2
3 public byte[] transform(ClassLoader loader, String className, Class clas
4 ProtectionDomain protectionDomain, byte[] classfileBuffe
5 byte[] byteCode = classfileBuffer;
6
7 //Add instrumentation to Sample class alone
8 if (className.equals("com/cyc/InstrumentationDemo/SimpleApp")) {
9 try {
10 ClassPool classPool = ClassPool.getDefault();
11 CtClass ctClass = classPool.makeClass(new ByteAr
12 CtMethod[] methods = ctClass.getDeclaredMethods (
13 for (CtMethod method : methods) {
14 method.insertBefore("System.out.println(
15 method.insertAfter ("System.out.println(\
16 }
17 byteCode = ctClass.toBytecode();
18 ctClass.detach();
19 } catch (Throwable ex) {
20 System.out.println("Exception: " + ex);
21 ex.printStackTrace();
22 }
23 }
24 return byteCode;
25 }
26 }

EEFE, agentiEFITENEERMApremainXEBXER:

O© 0o N oo b~ W N

i
N R

<archive>
<manifest>
<addDefaultImplementationEntries>
true</addDefaultImplementationEntries>
<addDefaultSpecificationEntries>
true</addDefaultSpecificationEntries>
</manifest>
<manifestEntries>
<Agent-Class>com.cyc.instrumentationDemo.agent.MyAgent</Agent-Class>
<Premain-Class>com.cyc.instrumentationDemo.agent.MyAgent</Premain-Class>
<Can-Redefine-Classes>true</Can-Redefine-Classes>

<Can-Retransform-Classes>true</Can-Retransform-Classes>



13 </manifestEntries>
14 </archive>

B EITEAR, BITTUEEEIEEFBIITEEjavaaagentBIERR S MR ISR, MINRE
B BoETIEAER, NEERKattachF|BARjvm L:

1 publpublic class MyAttachMain {

2 public static void main(String[] args) throws IOException, AttachNotSupporte
3 System.out.printf("Attaching to VM with id: %s%n", args[0]);

4 VirtualMachine vm = VirtualMachine.attach(args[0]);

5 try {

6 vm. loadAgent(args[1]);

7 System.out.println("Finished loading Agent");

8 } catch (Exception e) {

9 e.printStackTrace();

10 }finally {

11 vm.detach();
12 3

13 }

14 }

MR ERNIGR, MRUT:

Doing something
Doing something
Doing something
Doing something
[Agent] In agentmain method

adding start line..
Doing something
adding end Lline..
adding start line..
Doing something

B ERRE R BIEEhttps://github.com/icyclv/InstrumentationDemo

8%
1.ArthasX#%: https://arthas.aliyun.com/doc/

2.Java Instrumentation — A Simple Working Example in Java
https://medium.com/javarevisited/java-instrumentation-a-simple-working-example-in-java-
a2c549024d9c

3.Guide to Java Instrumentation https://www.baeldung.com/java-instrumentation
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